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The five header facts
Stage: S1-S6
Subject: Information Technology
Learning strand: Reflection on the application of AI
Official documents: Blueprint for Digital Education Development in Primary and Secondary Schools; AI Literacy Learning Framework for Primary and Secondary Schools; EDBCM No. 156/2026 (Supplement I, section 4 — protecting privacy and guarding against outsourcing thinking; Supplement II, Teacher Information Pack, "4. Key messages, 4. For students" — compliance with the law and safety)
Time to prepare: 5 minutes of teacher explanation; 35 minutes of class time for all five cards
Read this first (three points)
The five cards, the three questions, the four-level ladder and the decision table are this resource's suggestion. They are not an Education Bureau requirement and they are not legal provisions. What the Bureau asks is that copyright be respected, that permission be obtained before anyone else's image is uploaded to the internet, and that intellectual property be respected; the circular separately asks schools to protect privacy, to guard against outsourcing thinking, and to remind pupils of compliance with the law and of safety.
This page gives no legal advice. It names the relevant ordinances without quoting sections and without stating penalties. The examples under level 4 (individual support records, health data, discipline records) are examples, not a definition of sensitive data.
This page deals only with the classroom decision about whether to use a piece of material. Publishing approval, retention periods, informing parents and complaints procedures follow the school's existing arrangements.
There are five cards and no more. Every situation is fictional: no real school, person, class or group name appears, and no named tool, brand or supplier appears either — the wording is "generation tool" throughout.
The three questions (fixed order, not swapped, not merged)
	Question
	What it asks
	What the pupil writes

	1
	Whose data is this: mine / someone else's / the whole class
	One choice, plus a sentence saying why

	2
	Is it identifiable: name, photo, voice, student number, class; can any be removed first
	Yes or no; if yes, name at least one field that could go

	3
	Is it necessary, and is there an alternative: only the fields needed, only for as long as needed, or fictional material
	One concrete action


Question 1 asks who is in the picture, not who owns the file. Question 2 is about whether a real person can be recognised, not about whether the material is public. Question 3 carries most of the value: a pupil who cannot name an action has not finished the card.
The four-level ladder (fixed at four)
	Level
	Name
	What it means
	What is normally done

	1
	Can keep
	No personal data, or no longer identifiable
	Use as it is

	2
	Anonymise first
	Identifiable until names, photos and numbers are removed
	Remove them, then use it

	3
	Must not upload
	Identifiable, and other people are in it
	Usable in school; not to be uploaded to an outside generation tool

	4
	No AI at all
	Sensitive material, handled by people only
	Not given to any generation tool; handled by staff by hand


Level 3 does not mean "cannot be used": a display inside the school or a discussion in the room is fine; the line is drawn at leaving the school.
The level-4 examples are this page's examples, not a complete definition of sensitive data.
Consent does not change levels 3 and 4: with a parent's agreement, a photo containing a whole class is still level 3.
The level follows the material, not the reputation of the tool.
Card 1 — Class photo
A whole-class photo is used to generate a class-shirt design and uploaded to an outside generation tool.
Prompt: Who is in it? Can the faces go without losing the purpose? Is there a way that involves no photo at all?
Question 1 — Whose data is this (mine / someone else's / the whole class):
____________________________________________________________
Reason: ______________________________________________________
Question 2 — Is it identifiable (name / photo / voice / student number / class); which field could go first:
____________________________________________________________
Question 3 — Is it necessary, and is there an alternative (one concrete action):
____________________________________________________________
____________________________________________________________
Level: 1 Can keep  /  2 Anonymise first  /  3 Must not upload  /  4 No AI at all
(circle one, and give a one-sentence reason)


Card 2 — Parents' group
Messages from a parents' group are pasted into a generation tool to draft a notice.
Prompt: Who is in the messages? Can names and phone numbers go first? Would fictional messages do the same job?
Question 1 — Whose data is this (mine / someone else's / the whole class):
____________________________________________________________
Reason: ______________________________________________________
Question 2 — Is it identifiable (name / photo / voice / student number / class); which field could go first:
____________________________________________________________
Question 3 — Is it necessary, and is there an alternative (one concrete action):
____________________________________________________________
____________________________________________________________
Level: 1 Can keep  /  2 Anonymise first  /  3 Must not upload  /  4 No AI at all
(circle one, and give a one-sentence reason)


Card 3 — Essays and a class list
The whole class's essays go in with names attached, asking for comments on each one.
Prompt: Who owns the writing and who owns the names? Would the text alone do? Was this a judgement the teacher should make?
Question 1 — Whose data is this (mine / someone else's / the whole class):
____________________________________________________________
Reason: ______________________________________________________
Question 2 — Is it identifiable (name / photo / voice / student number / class); which field could go first:
____________________________________________________________
Question 3 — Is it necessary, and is there an alternative (one concrete action):
____________________________________________________________
____________________________________________________________
Level: 1 Can keep  /  2 Anonymise first  /  3 Must not upload  /  4 No AI at all
(circle one, and give a one-sentence reason)


Card 4 — Results and support records
A results sheet or an individual support record is uploaded to a generation tool for analysis.
Prompt: Which kinds of data are in it? Does it have to leave the room? Would staff by hand, or fictional figures, do?
Question 1 — Whose data is this (mine / someone else's / the whole class):
____________________________________________________________
Reason: ______________________________________________________
Question 2 — Is it identifiable (name / photo / voice / student number / class); which field could go first:
____________________________________________________________
Question 3 — Is it necessary, and is there an alternative (one concrete action):
____________________________________________________________
____________________________________________________________
Level: 1 Can keep  /  2 Anonymise first  /  3 Must not upload  /  4 No AI at all
(circle one, and give a one-sentence reason)


Card 5 — Graduation photo
A graduation photo is used to generate "me in ten years".
Prompt: Who else is in the photo? Which judgement on the likeness and image rights page does this connect to?
Question 1 — Whose data is this (mine / someone else's / the whole class):
____________________________________________________________
Reason: ______________________________________________________
Question 2 — Is it identifiable (name / photo / voice / student number / class); which field could go first:
____________________________________________________________
Question 3 — Is it necessary, and is there an alternative (one concrete action):
____________________________________________________________
____________________________________________________________
Level: 1 Can keep  /  2 Anonymise first  /  3 Must not upload  /  4 No AI at all
(circle one, and give a one-sentence reason)


Decision table (five columns, one per pupil)
Each pupil fills in their own after the group discussion rather than having a group leader do it.
	Situation
	Whose data
	How identifiable
	Level
	Alternative (one concrete action)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




Example answers (one reasonable reading, not the only one)
	Card
	Whose data
	How identifiable
	Level
	One reasonable alternative

	1 Class photo
	The whole class (others and self)
	Directly identifiable (faces)
	3
	Demonstrate the design in the room with geometric shapes or colour blocks and hand over no photo

	2 Parents' group
	Others (parents, pupils)
	Directly identifiable (names, phone numbers, class)
	3
	Remove names, phone numbers, classes and the group name and use only the items and dates

	3 Essays and class list
	The whole class (others and self)
	Directly identifiable (names, work)
	3
	Paste the text only and match it to a seat number in the teacher's book

	4 Results and support records
	Self and others
	Directly identifiable (names, student numbers, support records)
	4
	Staff handle it by hand; to demonstrate an analysis, use fictional figures and say so

	5 Graduation photo
	Self and classmates (others)
	Directly identifiable (faces)
	3
	Hand over no photo and generate a fictional figure from a written description


Four marking points: were the three questions answered in order; does the alternative name an action; can the pupil say whether the level rose because other people are in the material or because the material is sensitive; and two groups disagreeing with reasons given is fine.


Review checklist
All five cards are present, every situation is marked fictional, and no real school, person, class or group name appears.
No named tool, brand or supplier appears; the wording is "generation tool" throughout.
The three questions run 1, 2, 3, with none swapped or merged.
All four levels are present in order — can keep, anonymise first, must not upload, no AI at all.
Nowhere does the pack say that parental consent means it can be uploaded.
No section number, penalty or data protection principle is named.
The pack states that the levels and the table are this resource's suggestion, and states the Bureau's requirements.
The pack states that it gives no legal advice and that the level-4 examples are examples, not a definition.
The decision table has five columns, and the alternative column asks for a concrete action.




