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The five header facts
Stage: S1-S6
Subject: Information Technology
Learning strand: Reflection on the application of AI
Official documents: Blueprint for Digital Education Development in Primary and Secondary Schools; AI Literacy Learning Framework for Primary and Secondary Schools; Guide to Using AI in Teaching in Primary and Secondary Schools; EDBCM No. 156/2026
Time to prepare: One 60-minute lesson
Read this first (three points)
The names "four signals", "three steps" and "record card" are this resource's suggestion; the Education Bureau's documents do not use them. They rest on critical thinking, cross-checking and cyber safety.
This page is not legal advice and does not replace the school's information-security or incident procedures. Whether to report and when to tell a parent follow the school's existing arrangements.
The Primary Information and Technology Curriculum Framework is a primary pilot. This page is for S1-S6; the secondary years use the same vocabulary, but no equivalent official framework exists for them.
This sheet describes technical capabilities only, with no causes and no figures: a voice can be synthesised, a displayed number can be disguised, an account can be impersonated, a picture can be altered. It makes no claim about AI increasing the number of scam cases.
The four signals (fixed at four, questions to ask)
Any one signal means stop and work the three steps. No signal at all is not proof of safety: the three steps still apply.
	Signal
	What it asks

	Where it came from
	Is this the first contact, through an unfamiliar channel? Does the other party only send messages and refuse any route to the real person?

	Pressure
	Are you pushed to decide immediately? Told not to tell anyone? Asked to move to another channel?

	What is asked for
	Money, a verification code, a one-time password, an identity card or other personal data? Or to install something or scan a code?

	Does it add up
	Do the name, timing and tone fit the person you know? If you ask something only that person would know, can they answer?


The three steps (fixed at three, in this order)
	Step
	What to do
	What not to do

	1 · Stop
	Do not reply on the original channel, do not act yet, give no verification code or password to anybody
	This is not "play along and string them out"; pupils should not engage or test the other party

	2 · Take another route
	Use a number you already had, go in person, or use the school's official channel, to reach the person themselves
	Do not use the number, link or "other way to reach me" that the other party supplied

	3 · Hand it to an adult, with a record
	Take a screenshot but do not pass it on; give it to a teacher, a parent or the staff member the school designates
	Do not decide alone whether to report; the school decides under its own guidance


The screenshot in step three is a record only: not forwarded, not posted in a group, not shown to classmates. Personal data must be covered, including your own and anyone else's name, face, phone number, account number and class.


Two fictional situations
Both are entirely fictional: no real school, person, phone number, account number, link or payment code appears, and there is no usable sample material.
Situation 1: a voice that sounds like a parent, asking for a transfer
A pupil receives a voice message that sounds very like an older relative, saying there is an emergency away from home, asking for money to be sent first, and adding "do not tell anyone else".
Four signals: pressure (immediately, tell nobody), what is asked for (money), does it add up (background and timing do not match), where it came from (not the number normally used).
Three steps: stop (no reply, no transfer) → take another route (the saved number, or ask a family member in person) → hand it to an adult with a record (screenshot not forwarded; parent or teacher).
Situation 2: a payment code from a classmate's account
A pupil receives a message from an account that looks like a classmate's, saying "take this payment for me, just scan the code", with a payment code attached.
Four signals: what is asked for (money, a scan), pressure ("now"), does it add up (the tone is not how that classmate writes), where it came from (the account may be impersonated).
Three steps: stop (no scan, no receiving money for someone) → take another route (find that classmate in person or on the saved number) → hand it to an adult with a record (cover the personal data, then give it to a teacher).
Both situations end with the same question: which step did you stop at? The answer is not "was I taken in", but "how far did I get".
The one-page four-column record card (fixed at four)
A record only: not marked, not ranked, never a conduct record. Whether it is collected is the teacher's decision.
	Column
	What goes in it

	1 What I saw
	One sentence: what kind of request it was and who the sender claimed to be (no real names or numbers)

	2 Which signal
	Where it came from / pressure / what is asked for / does it add up (more than one is allowed)

	3 Which step I took
	Stop / take another route / hand it to an adult with a record — write as far as you got

	4 Who I gave it to
	A category: teacher / parent / the staff member the school designates (no names)


Example (fictional): a voice message claiming to be a relative asking for money | pressure, what is asked for, does it add up | stop → took another route | parent
One 60-minute lesson
	Time
	What happens

	10 min
	The four signals: go through each one, stressing "any one means stop" and "no signal is not proof of safety"

	15 min
	Situation 1: where the signals are, how the steps run; pupils fill the card

	15 min
	Situation 2: the same, then compare the two cards' column 3

	10 min
	Peer review: check only columns 3 and 4 — any engagement, and which category it was given to

	10 min
	Close: the class reads the three sentences; the teacher adds that the school decides the next step


Three points of teacher control
No scripts, and no asking pupils to engage the other party: no rehearsing how to draw them out or stall them, and no reply is drafted.
No organisation name, hotline number or police reporting number: none appears on this sheet or the card; whether to report, and who decides, follows the school's guidance.
Money or personal data goes to the school at once: if a real case is raised, record only that it has been handed to the school, and do not ask for details in front of the class.
Three closing sentences (read together)
"I stop first."
"I take another route and reach the person themselves."
"I hand it to an adult, and I write it down."
Check before you copy
□ Four signals and no more, with "any one means stop" and "none is not proof of safety" both stated.
□ Three steps and no more, in the order stop, take another route, hand it to an adult with a record.
□ Step one is written as what not to do — not as playing along or stalling.
□ All four columns present, with "not marked, not ranked, never a conduct record" and collection left to the teacher.
□ No platform, brand, supplier, shop or messaging service is named anywhere.
□ No organisation name, hotline number or police reporting number appears.
□ No real or usable phone number, account number, link, payment code or QR code.
□ No tool or procedure for synthesising a voice, swapping a face or altering a picture.
□ No causal or numerical claim such as AI increasing the number of scam cases.
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